Abstract. For vectorial Boolean functions, the behavior of iteration has consequence in the diffusion property of the system. We present a study on the diffusion property of iterated vectorial Boolean functions. The measure that will be of main interest here is the notion of the degree of completeness, which has been suggested by the NESSIE project. We provide the first (to the best of our knowledge) two constructions of (n, n)-functions having perfect diffusion property and optimal algebraic degree. We also obtain the complete enumeration results for the constructed functions.
Introduction
Vectorial Boolean functions have been extensively studied for their applications in cryptography, coding theory, combinatorial design etc., see [4] for a survey. Let F n 2 denote the n-dimensional vector space over the finite field F 2 with two elements. Vectorial Boolean functions are functions from the vector space F n 2 to the vector space F m 2 , for given positive integers n and m. These functions are called (n, m)-functions and include the single-output Boolean functions (which correspond to the case m = 1).
In 1949, Shannon [16] used the term diffusion to denote the quantitative spreading of information. For an (n, m)-function, the diffusion property describes the influence of input bits on the output bits. The exact meaning of diffusion relates strongly to the methods of cryptanalysis. An intuitive measure related to diffusion is of considerable importance for vectorial Boolean functions: the degree of completeness, denoted by D c , which is given by the comments from the NESSIE project [15] . In [10] , Kam complete functions, which means that every output bit depends on every input bit (also see [7, 9] ). For a vectorial Boolean function, the degree of completeness quantifies the rate of input bits that the output bits depend on. A complete function possesses optimal degree of completeness, i.e., D c = 1. In this paper, we use the notion of the degree of completeness to indicate the diffusion property of a vectorial Boolean function. In this sense, by perfect diffusion property we mean iterated vectorial Boolean functions which possess optimal degree of completeness. There are other indicators of diffusion property which shall not be discussed here. For instance, the branch number of diffusion layers (see [6] ) relates closely to differential cryptanalysis [2] and linear cryptanalysis [12] on block ciphers. The diffusion factor (see [6] ) quantifies the average number of changed output bits when a single input bit is changed. The degree of completeness can be seen as some kind of weakened version of diffusion factor.
The investigation on the degree of completeness of iterated (n, n)-functions helps in general the understanding of the evolution of diffusion property of cryptographic systems. Some methods of cryptanalysis on cryptosystems are based on the idea of identifying the relation between a particular output bit with the input bits. If every output bit depends on only a few of the input bits, there may exist some potential attacks, such as algebraic attacks [1, 5] , since one may convert the cipher-text into a system of polynomial equations and solve it directly. For example, in a product cryptosystem [16] such as block cipher and hash function, the degrees of completeness of iterated round functions (seen as vectorial Boolean functions) have consequence in the diffusion property of the whole system. A round function is preferable to have perfect diffusion property for providing complete diffusion, see the general model in Section 3.2. In the context of stream ciphers, the model of augmented functions should be considered (see [8] ), where an update function L is iterated to generate keystreams by composing an output function. If the degrees of completeness of the iterated update functions L (i) , i = 1, 2, . . ., are very low, then the algebraic attack is expected to be efficient. Other potential applications of functions with perfect diffusion property could be found.
Though the degree of completeness has been observed from a cryptographic point of view, it seems that as a mathematical object, vectorial Boolean function with good diffusion property has rarely been studied in the literature. In this paper, we mainly study the diffusion property of vectorial Boolean functions. A function is called to have perfect diffusion property (see Definition 2) if the degree of completeness always attains 1 (under the affine permutations) after the function has been iterated some number of times. We provide two constructions of vectorial Boolean functions which have perfect diffusion property, and prove that the iterated functions always have optimal algebraic degree. To the best of our knowledge, this is the first time when such constructions are proposed. We first construct a class of rotation symmetric (n, n)-functions (see Definition 3) with perfect diffusion property. These functions are generalizations of rotation symmetric Boolean functions, which have practical advantages that the evaluations are efficient and the representations are short. In our second construction, a class of almost balanced (n, n)-functions with perfect diffusion property is given. Moreover, complete enumeration results for the constructed functions are obtained, which show that there are many (n, n)-functions with perfect diffusion property.
This paper is organized as follows. Formal definitions and necessary preliminaries are introduced in Section 2. In Section 3, two constructions of vectorial Boolean functions with perfect diffusion property are proposed for the first time, and the complete enumeration results for these functions are presented. To avoid being too theoretical, we give an explicit example to show that it is possible to construct recursive round functions to provide complete diffusion. We summarize this paper in the last section.
Background and Preliminaries
In this paper, additions and multiple sums calculated modulo 2 will be denoted by ⊕ and i respectively, additions and multiple sums calculated in characteristic 0 or in the additions of elements of the finite field F 2 n will be denoted by + and i respectively. The functions from the vector space F n 2 to F 2 are called n-variable Boolean functions, and the set of all the n-variable Boolean functions is denoted by B n . For f ∈ B n , the Hamming weight (in brief, weight) of f is wt(f ) = {x ∈ F 
The algebraic degree of an n-variable Boolean function f is affine invariant, i.e., for every affine permutation L,
For i = 1, . . . , n, denote by e i the vector in F n 2 whose i-th component equals 1, and 0 elsewhere. The degree of completeness of an n-variable Boolean function f is defined as
where 
The algebraic degree of F , denoted by Deg(F ), is defined as
The degree of completeness of F is defined as
Since the degree of completeness of an n-variable Boolean function can also be described as
Also, the following equivalent definition is easy to obtain, which is originally given by the NESSIE project [15] .
where is the strongest measure of completeness for vectorial Boolean functions. In this paper, we mainly discuss the measure D c suggested by the NESSIE project [15] .
For an n-variable Boolean function f , since for any b ∈ F n 2 ,
In general, the degree of completeness is not invariant under composition on the right by linear permutations. For example, let f (
Moreover, F is said to have perfect diffusion property if m = n and for any positive integer k, F (k) is non-degenerate.
Proof. According to Proposition 2, one gets that for every linear permutation L on F n 2 and every
Remark 1. When we choose a basis {α 1 , . . . , α n } of F 2 n over F 2 , then the vector space F n 2 can be endowed with the structure of finite field F 2 n by an isomorphism π : 
is not a zero function.
Remark 2. The trace function from F 2 n to F 2 is defined as
, where x ∈ F 2 n . Given a basis {α 1 , . . . , α n } of F 2 n over F 2 , a function F from F 2 n to itself can be written as
. . , n, are the n-variable coordinate Boolean functions of F , and {β 1 , . . . , β n } is the dual basis of {α 1 , . . . , α n } satisfying
is non-degenerate, which is equivalent to saying that, for any j ∈ {1, . . . , n}, f
is non-degenerate if and only if for any i ∈ {1, . . . , n} and any additive automorphism L of F 2 n ,
is not a zero function. As a consequence, from Definition 2, an (n, n)-function F is said to have perfect diffusion property if for any positive integer k, any i, j ∈ {1, . . . , n}, and any additive automorphism L of F 2 n , Tr
Constructions of Vectorial Boolean Functions with Perfect Diffusion Property
In this section, we construct two classes of (n, n)-functions which have perfect diffusion property. Moreover, the enumeration results for the constructed functions are obtained.
Rotation Symmetric (n, n)-Functions with Perfect Diffusion Property
and ρ 0 n (x 1 , x 2 , . . . , x n ) = (x 1 , x 2 , . . . , x n ). Inspired by the concept of rotation symmetric Boolean functions used in fast hashing algorithms [14] , we present the following definition of rotation symmetric (n, n)-functions. Definition 3. Let f be an n-variable Boolean function. An (n, n)-function F is called rotation symmetric (in brief, RS) if it has the form
Let f ∈ B n and
). For any x ∈ F n 2 and any integer l 1,
An (n, n)-function F satisfying Eq. (5) is called shift-invariant in [6] . Recall that an n-variable rotation symmetric Boolean function f is defined as f • ρ 1 n (x) = f (x) for any x ∈ F n 2 (see [14] ). By Eq.(5), the following equivalent definition of RS (n, n)-functions is easy to obtain.
Proposition 3. An (n, n)-function F is RS if and only if for any
is an RS (n, n)-function.
Proof. We prove it by induction on k. The result is already true for k = 1. Suppose that F (k) is RS for k = s, where s 1, then F (s) has the form
which implies that
where Eq.(6) follows from Eq.(5) since F is RS. Hence, for k = s + 1, F (k) is an RS (n, n)-function. By the mathematical induction, we get that for k 1,
Remark 3. From Proposition 3 and Proposition 4, one can see that rotation symmetric (n, n)-functions possess many desirable properties like (i) the algebraic representations are short; (ii) the evaluation of the functions is efficient (since a circular shift of the input bits leads to the corresponding shift of the output bits); (iii) the iterated functions are still rotation symmetric.
Under the action of ρ k n , 0 k n − 1, the orbit generated by the vector x = (x 1 , x 2 , . . . , x n ) is defined as
It is easy to check that the cardinality of an orbit generated by x = (x 1 , . . . , x n ) is a factor of n. In fact, let |O n (x)| = t, and suppose that n = p·t+r for p, r ∈ Z and 0 < r < t. Then ρ t n (x) = x, which implies that ρ p·t n (x) = x, thus ρ n−p·t n (x) = x, i.e., ρ r n (x) = x, a contradiction to the fact that |O n (x)| = t > r. Clearly, all the orbits generate a partition of F For f ∈ B n and 1 i Ψ n , let f | On(Λi) denote the restriction of f to O n (Λ i ), i.e., for x ∈ O n (Λ i ), f | On(Λi) (x) = f (x). Then, we have the following theorem.
Theorem 2. For any n-variable Boolean function f satisfying the following conditions:
has perfect diffusion property, and for every k 1, Deg
Proof.
. . .
where t i = |O n (Λ i )| and the last equality is from Eq.(5). It is obvious that the number of 1's in every column (as well as every row) of F | On(Λi) is the same. Since wt f | On(Λi) = t i · wt(Λ i )/n, then every row of F | On(Λi) has the same weight that
Hence, for x = ρ l n (Λ i ), where i = 1, 2, . . . , Ψ n − 1 and
i.e., for every x ∈ F n 2 \ {1}, wt(F (x)) = wt(x). Therefore, for every k 1 and every x ∈ F n 2 \ {1}, we have wt
Thanks to Proposition 4, we know that F (k) is still an RS (n, n)-function, thus we can write
Eq.(8), we have that for i = 1, 2, . . . , Ψ n − 1, every column of the matrix
, then it is easy to prove that
Hence, according to Proposition 1, deg f (k) = n, which leads to Deg F (k) = n. Note that for l = 0, . . . , n − 1, ρ l n is an affine permutation on F n 2 , then from Proposition 2, we have deg
is non-degenerate. Therefore, F (x) has perfect diffusion property.
In Theorem 3, we will calculate the number of all the functions constructed in Theorem 2. Before that, we introduce the following lemma which is given by Maximov [13, Lemma 1].
Lemma 1.
[13] For F n 2 , the number of orbits with t elements of weight w is
where µ(·) is the Möbius function, i.e., for integer t 1, µ(t) = 1, if t = 1;
. . , p m are distinct primes; µ(t) = 0, for all other cases.
Theorem 3. The number of distinct RS (n, n)-functions constructed in Theorem 2 is
where η n,t,w =
, and µ(·) is the Möbius function.
Proof. In Theorem 2, for any i = 1, 2, . . . , Ψ n − 1, wt f | On(Λi) = t i · wt(Λ i )/n, which implies that one can construct ti ti·wt(Λi)/n distinct f | On(Λi) 's. Moreover, Lemma 1 claims that the number of orbits with t = t i elements of weight w = wt(Λ i ) is η n,t,w . Then, one can get that the number of distinct RS (n, n)-functions constructed in Theorem 2 is N n in Eq. (10) .
2 , all the orbits and the values of η 6,t,w in Eq.(9) are listed in Table 1 , where t and w are respectively the number and the weight of elements in an orbit. 
where t i = |O 6 (Λ i )|. Since the function f satisfies the conditions in Theorem 2, then the RS (6, 6)-function
has perfect diffusion property. Due to Proposition 4, the iterated function
. By Proposition 1, the ANFs of the following Boolean functions can be obtained from the truth tables of f , f (2) , f (3) , f (4) respectively.
The ANFs of the functions directly show that the RS (6, 6)-function F has perfect diffusion property, and for every k 1, Deg F (k) = 6.
Almost Balanced (n, n)-Functions with Perfect Diffusion Property
We have presented a construction of RS (n, n)-functions with perfect diffusion property. These functions are of interest from a practical point of view as their representations are short and the evaluations are efficient. In this part, we propose a large set of almost balanced (n, n)-functions with perfect diffusion property. Here we call an (n, m)-function F almost balanced, if for every b ∈ F 2 m , |F −1 (b) − 2 n−m | takes a small value. For a finite set E with cardinality |E| = N , the set of all the permutations on E forms a symmetric group S N whose group operation is the function composition.
Note that for n 2, there is no balanced (n, n)-function (i.e., permutation on F n 2 ) with perfect diffusion property. In fact, let F be a permutation on F n 2 , then since all the permutations on F n 2 form a finite symmetric group, there must exist some i 1 such that F (i) = id, where id denotes the identity permutation. Hence, we have F (i) (x) = x for every x ∈ F n 2 , which implies D c F (i) = 1/n < 1. Thus, F cannot have perfect diffusion property. Therefore, finding almost balanced (n, n)-functions with perfect diffusion property is attractive. 
has perfect diffusion property, and for every k 1, Deg F (k) = n.
Proof. From Eq.(11), one gets that for any k 1,
Since σ (k) is a permutation on F n 2 \ {0, 1}, then it is easy to see that every coordinate function of F (k) has weight 2 n−1 −1, which implies from Proposition 1 and Theorem 1 that Deg F (k) = n and F (k) is non-degenerate. Therefore, F has perfect diffusion property.
The following enumeration result is obvious.
Theorem 5. The number of distinct almost balanced (n, n)-functions constructed in Theorem 4 is P n = (2 n − 2)!.
Example 3. The number of almost balanced (6, 6)-functions with perfect diffusion property constructed in Theorem 4 is P 6 = (2 6 − 2)! ≈ 2 284 , compared with the enumeration result in Example 1 that the number of RS (6, 6)-functions with perfect diffusion property constructed in Theorem 2 is N 6 ≈ 2 37.9 .
Remark 4.
Denote by F n , G n the sets of all the (n, n)-functions constructed in Theorem 2 and Theorem 4 respectively. Then, it is easy to check that F 2 = G 2 , F 3 ⊆ G 3 , and for n 4, F n G n = ∅ but neither F n ⊆ G n nor G n ⊆ F n .
As an application in product cryptosystems, we consider the following model.
It is obvious that wt f 
Concluding Remarks
In this paper, we construct two classes of (n, n)-functions with perfect diffusion property and optimal algebraic degree. These functions provide complete diffusion after iterations. The enumeration results for the constructed functions show that there are many (n, n)-functions which have perfect diffusion property. The functions constructed in Theorem 2 and Theorem 4 represent a theoretical interest, which may have weak resistance to different cryptanalysis. Further improvements in the design of (n, n)-functions with perfect diffusion property are of interest. In addition, the RS (n, n)-functions defined in this paper may be worth discussing in the future for their efficient evaluations and short representations.
